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About ME

• Lead Database Consultant with Pythian
• Working with Oracle Technology for over 14 years 
• Presenter at Oracle GroundBreakers Tour, EMEA tour, 

OGYatra, SOUG, AIOUG, Sangam
• AIOUG – Director of Special Projects

@aishwaryakala13  |      https://oratrails-aish.com |      aishwarya-kala-471b3616



© Pythian Services Inc 2021 | Confidential | 3

25
Years in Business

_____________________

Premier Partner

140+ Certifications

8 Specializations

400+
Experts Across 5 Continents

500+
Customers Globally

_____________________

Advanced Partner

175+ Certifications

_____________________

Gold Partner

15+ Certifications

_____________________

Platinum Partner

150+ Certifications

_____________________

SAP Certified Partner

40+ Certifications

About



3 membership tiers

Connect: @oracleaceFacebook.com/OracleACEsaceprogram_ww@oracle.com

500+ technical experts 
helping peers globally

The Oracle ACE Program recognizes and 
rewards community members for their technical and community contributions 
to the Oracle community

Nominate
yourself or someone you know:

ace.oracle.com/nominateFor more details on Oracle ACE Program: 
ace.oracle.com

http://acenomination.oracle.com/
bit.ly/OracleACEProgram
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AGENDA
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Where To Go ?



Primary Restraint

Application Compatibility
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Determine the Details

Application Compatibility

○ Database
○ OS & Kernel

© Pythian Services Inc 2021 | Confidential | 8



Primary Restraint

Application Compatibility

○ Database
○ OS & Kernel

Helps in standardizing the OS for your 
Infrastructure and OS Patching 
Automations

19c & OEL
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Certification Matrix

© Pythian Services Inc 2021 | Confidential | 10



Do I Need an OS Upgrade ?

19c & OEL
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OEL 8 Versions that support 19c

19c & OEL 8
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OEL 8 Versions that support 19c

19c & OEL 8
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DB  - version >= 19.7 

OS  - 8.1 UEK 6  : 5.4.17-2011.0.7.el8uek.x86_64
or 8.0 RHC 4.18.0-80.el8.x86_64

RU & Kernel
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DB  - version >= 19.7 

OS  - 8.1 UEK 6  : 5.4.17-2011.0.7.el8uek.x86_64
or 8.0 RHC 4.18.0-80.el8.x86_64

Look Carefully
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Not Only ACFS



ASMFD & ACFS with RedHat Compatible Kernel

DB  - version  >= 19.12
OS  - OEL 8.0  RHC  >= 4.18.0-80.el8.x86_64   &  <= 4.18.0-240.el8.x86_64 
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ASMFD & ACFS with UEK

DB  - version >= 19.10
OS  - OEL 8.1 UEK >= 5.4.17-2011.0.7 
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Validate AFD/ACFS Driver Support
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The Options

DB  - version >= 19.12
OS  - OEL 8.0  RHC  >= 4.18.0-80.el8.x86_64   &  <= 4.18.0-240.el8.x86_64 

DB  - version >= 19.10
OS  - OEL 8.1 UEK >= 5.4.17-2011.0.7 kernels 

OR
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System Admin Inputs

DB  - version >= 19.12

OS  - OEL RHC  8.0  4.18.0-240.el8.x86_64 
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The RU Question ?

19.12 TO 19.16
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Tie Breaker !

19.12 TO 19.16

Latest & Greatest ??
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Known Issues 

19.12 TO 19.16
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Review & Compare Critical/Known Issue Advisory

19.14
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• 19c January 2021 Critical Issues 
(Doc ID 2725758.1)

• 19c April 2021 Known Issues 
(Doc ID 19202104.9)

Lookout for Bugs that can Crash the system or affect query result .



Identify One Off Patches

19.14

Oracle Database 19c Important Recommended One-
off Patches (Doc ID 555.1)
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E.g. Performance, Optimizer… 



Identify One Off Patches

19.14

Oracle Database 19c Important Recommended One-
off Patches (Doc ID 555.1)
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Oracle Exadata: Exadata and Linux Important 
Recommended Fixes (Doc ID 556.1)

TARGET



Identify One Off Patches - Source

19.14

Patches to apply before upgrading Oracle GI and DB to 19c 
or downgrading to release (Doc ID 2539751.1) 

E.g. Datapump, DBUA, RAC upgrade
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SOURCE



Grid Infrastructure Compatibility 
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19.14
Oracle Clusterware (CRS/GI) - ASM - Database Version 
Compatibility (Doc ID 337737.1)

If Running DB <12.1 on 12c RAC Cluster then be aware of Flex ASM



Modify The Cardinality
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Enable Bug Fixes

© Pythian Services Inc 2021 | Confidential | 30

• Bug Fixes Shipped with PSU/RU but DISABLED.

• Enable these using DBMS_OPTIM_BUNDLE during Upgrades or 
New Builds AND conduct thorough application testing. 

Potential to CHANGE Optimizer Behaviour !!! 



© Pythian Services Inc 2021 | Confidential | 31

Choosing the 
Version -
Checklist

q Application Compatibility
q OS Version Restrictions
q ASMFD/ACFS Compatibility
q Bugs & RU
q ASM/CRS Compatibility 
q Enable Bug Fixes
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Prepare



OS Security Patches
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RPM’s Tools & Standards
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Tcpdump, telnet, strace,dtrace-utils, perf

• List of RPM’s that you use. 

• OS Tools & Utilities that you might need.

MFA , Monitoring or Cloud Agent ?



TimeZone

© Pythian Services Inc 2021 | Confidential | 35



TimeZone
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Why Do we Care ?
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• SYSDATE/SYSTIMESTAMP  DO NOT use the DATABASE TIMEZONE 

Local Or Bequeath 
Connections

Connections
Over 

Database Listener

Gettimeofday()

• Behavior or output can differ depending on the type of 
connection

BEHAVIOR



BEQUEATH Connections
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TZ when your session begins



Listener Connections

© Pythian Services Inc 2021 | Confidential | 39

• Affected Time-zone Variable Used when the INSTANCE WAS STARTED

• RAC or GI this is controlled via the configuration file in  $GI_HOME/crs/install

s_crsconfig_<hostname>_env.txt

TZ



CRS Environment Configuraiton
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Changes require restart of 
the Clusterware stack



Troubleshooting Tip
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The CRS Env Config file had the correct TimeZone



Troubleshooting Tip
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Set the time Zone Explicity
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Restart the affected Instance



Tempfiles.d

• Linux 7+ Introduces Tempfiles.d daemon 
• Defaults 

• Delete from /tmp files not accessed >10 days
• Delete from /var/tmp files not accessed > 30 days
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Why Should We Care ?

• Oracle stores SOCKET FILES in /var/tmp

• Consequences of deleting these files 
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Inter Process 
Communication (IPC)

https://tinyurl.com/pythian-tempfiles
Mos Note - 2498572.1

https://tinyurl.com/pythian-tempfiles


The Fix

• Update Configuration tmp.conf

• x /tmp/.oracle*
• x /var/tmp/.oracle*
• x /usr/tmp/.oracle*
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Steps
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Steps
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Steps
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TimeServer

• Linux 7 Introduced Chrony as the new option for NTP Time 
synchronization

• Warnings and errors in CRS Logs
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Conflicts 
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Linux 7 will have chronyd configured

No ! I control NTP !!

Ansible / Automations 
configure default ntpd.conf

I control NTP !!

NTPD Chrony



Disable the Service you do not need

• Fix your timeserver (either NTPD or Chrony)

• Disable NTPD
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Chrony



Configure NTP Server

• Configure your NTP Timeserver
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https://tinyurl.com/chrony-linux7

On  RAC do check NTP Slew



Storage  - Best Practices

• Stick with the same sized disks. 

• Consolidating a DB
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Partitions Are Alligned
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Label your Disks & Add !!
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New Installation



Review Memory Config 

• Pre-install sets the defaults

• Configure the memory limits based on your configuraiton 
requirements

• Do Not Forget HugePages on Linux Systems
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Do not forget USE_LARGE_PAGES
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Shell Script to 
Calculate Values 
Recommended 
…..Doc ID 401749.1



Server Restart
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• REBOOT - After configuration is completed

Validates persistent configuration



Configure AutoStart
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Depend on ORATAB (set autostart field to “Y”)

• Integrate DBSHUT & DBSTART Scripts with Systemd Services 

Handles Database + Listener Restarts

Modify/Add configuration for non-default listeners



Configure AutoStart
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• Integrate DBSHUT & DBSTART Scripts with Systemd Services 
• Create a service file called oracleDB.service



Configure AutoStart
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• Integrate DBSHUT & DBSTART Scripts with Systemd Services 
• Create a service file called oracleDB.service
• Reload systemd so it can see the new service.



Configure AutoStart
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• Integrate DBSHUT & DBSTART Scripts with Systemd Services 
• Create a service file called oracleDB.service
• Reload systemd so it can see the new service.
• Enable the Service 

REBOOT TO TEST !!
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Prepare -
Checklist

q OS Security Patches
q RPM’s Tools & Standards
q Timezone Implications
q Tempfiles.d Daemon
q TimeServer
q Disk Labeling
q Disk Alignment
q Memory & HugePages
q Autostart & Reboot



Identify the
Clients
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Why ?

Where to make Changes 

• Servers for TNS Updates
• Firewall Rules
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Source

Target

Client

FIREWALL
Client Host



SSL Certificates
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Source

Target

Client

FIREWALL

ORA-12560 : TNS : protocol adapter error  - when using SSL



SSL Certificates
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Source

Target

Client

FIREWALL

ORA-12560 : TNS : protocol adapter error  - when using SSL

Client Host
Connection Protocol



SSL – Handshake

De-supported Cipher suites
• SSL_DH_anon_WITH_DES_CBC_SHA

• SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

• SSL_RSA_EXPORT_WITH_RC4_40_MD5

• SSL_RSA_WITH_DES_CBC_SHA

© Pythian Services Inc 2021 | Confidential | 69

Source

Target

Client

FIREWALL

ORA-28859 : SSL negotiation failure Client Host
Connection Protocol
Client Version



What to Identify?
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Client Host
Connection Protocol
Client Version
Client Characterset



How To Identify?

• AUDIT
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Audit Views
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With Unified Auditing query UNIFIED_AUDIT_TRAIL

Client Host
Connection Protocol
Client Version



V$SESSION_CONNECT_INFO
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V$SESSION_CONNECT_INFO
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HOST



V$SESSION_CONNECT_INFO
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Version



V$SESSION_CONNECT_INFO
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PROTOCOL

How To Determine If A Database Connection Is Using 
SSL (Doc ID 2305195.1)



X$ksusecon (V<12)
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Version



Other Options
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Review Listener  & SCAN Logs 



SYS_OP_VERSION
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Crawling through listener log
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Crawling through listener log
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Further Troubleshooting

• Listener Analyzer Tool 
• https://tinyurl.com/zb9ccnak

• Tracing the session & identifying the connection information 
• https://tinyurl.com/hhj5rk4j
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Checking Compatibility

Starting With Oracle JDBC Drivers - Installation, Certification, and 
More! (Doc ID 401934.1)

Client / Server Interoperability Support Matrix for Different Oracle 
Versions (Doc ID 207303.1)
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Identify the 
client -
Checklist
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q IP Address
q Reachability
q Certificate Renewal
q Password Version
q Client Version
q Track Client Connections

Audit
Listener Log Files
Trigger

q Compatible Drivers



Migrating
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Service Migration

• Identify and Isolate the clients using

• Update the clients to use an Application specific service

• Monitor Usage 
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V$session_connect_info



Immutable Properties
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TargetSource

Logical Migration e.g. GoldenGate, Datapump, CTAS, SQL Developer

Empty



Immutable Properties
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TargetSource

Copy Over The Data



Immutable Properties
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TargetSource

Review 
Immutable 
Properties 

DB_BLOCK_SIZE
CHARACTERSET



Initialization Parameters
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TargetSource

compatibleInit.ora



Encryption Wallet
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• Wallet Files should exist & be accessible before Upgrades or 
Migrations

SQLNET.ENCRYPTION_WALLET_LOCATION=$ORACLE_BASE/admin/<SID>/wallet

Source

sqlnet.ora



Encryption Wallet
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• Migrations

SQLNET.ENCRYPTION_WALLET_LOCATION=$ORACLE_BASE/admin/<SID>/wallet

Source Target

sqlnet.ora

Transfer the Wallet



Encryption Wallet
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• Migrations

SQLNET.ENCRYPTION_WALLET_LOCATION=$ORACLE_BASE/admin/<SID>/wallet

Source Target

sqlnet.ora sqlnet.ora Update SQLNET.ORA



Encryption Wallet
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• Upgrades 
Copy sqlnet.ora from Source to Target HOME

Source Target

sqlnet.ora sqlnet.ora



Encryption Wallet
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• Upgrades 

• Migrations Copy Wallet from Source to Target server & update sqlnet.ora

Source Target

sqlnet.ora sqlnet.ora

Copy sqlnet.ora from Source to Target HOME

Validate Passwords 
in Certificates



Statistics

• Gather Data Dictionary & Fixed Object Statistics 

• Transfer Statistics  (Logical Migrations)
• DBMS_STATS Quicker vs DATAPUMP Statistics Export/Import
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DBMS_STATS Package

[EX|IM]PORT_COLUMN_STATS 
[EX|IM]PORT_DATABASE_STATS 
[EX|IM]PORT_DICTIONARY_STATS 
[EX|IM]PORT _FIXED_OBJECTS_STATS 
[EX|IM]PORT_INDEX_STATS 
[EX|IM]PORT_SCHEMA_STATS 
[EX|IM]PORT_SYSTEM_STATS 

[EX|IM]PORT_TABLE_STATS



SQL Plan Management

• Capture & Transfer SQL Baselines  & Profiles 
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PREPARE PACK TRANSPORT UNPACK

DBMS_SPM.CREATE_STGTAB_BASELINE 
DBMS_SQLTUNE.CREATE_STGTAB_SQLPROF



SQL Plan Management

• Capture & Transfer SQL Baselines  & Profiles 
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PREPARE PACK TRANSPORT UNPACK

DBMS_SPM.PACK_STGTAB_BASELINE
DBMS_SQLTUNE.PACK_STGTAB_SQLPROF



PACK

SQL Plan Management

• Capture & Transfer SQL Baselines  & Profiles 
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PREPARE TRANSPORT UNPACK

Dblink or Datapump



SQL Plan Management

• Capture & Transfer SQL Baselines  & Profiles 
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PACK TRANSPORT UNPACK

DBMS_SPM.UNPACK_STGTAB_BASELINE
DBMS_SQLTUNE.UNPACK_STGTAB_SQLPROF 

PREPARE



Data & Database Validations

• Object Validation
• Check Archivelog Mode
• Sizing of Redo Log Groups
• FRA Sizing
• Use of Spfile
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Migrating -
Checklists
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q Service Migration
q Immutable Properties
q Initialization Parameters
q Encryption Wallet
q Gather Statistics
q SQL Plan Management
q Data Validation
q Database Validation



Getting the 
Last Pieces
Together
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Access Control Lists
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• Upgrading from 11g

• Identify the Privileged Users 

SOURCE



Access Control Lists
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• Create the required ACLS TARGET



Resource Role
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• UNLIMITED TABLESPACE  no longer provided with RESOURCE

• Before Upgrade

• Determine the users that have Resource Privilege

• Identify the tablespaces on which the user will need the Quota 

• After Upgrade

• Grant the pre-determined Quota or Unlimited Tablespace As Required

DBA_TAB_PRIVS ; DBA_ROLE_PRIVS



Cron Jobs

© Pythian Services Inc 2021 | Confidential | 107

• Migrate ALL cron Jobs before-hand

• Simplify scheduling via TAGs

• Keep the same schedule to avoid Conflicts / Noisy Neighbours

• TEST, Debug & Implement bug fixes before hand

e.g. Backup jobs should run at the same 
time post migration

Possible changes in script variables

Do Not forget Non-Database/App accounts



Database & Scheduler Jobs
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• Validate the Scheduler Jobs

• Review Statistics Job – Eliminate Duplicate If Any

• Post Upgrade – Review DB Performance during the Maintenance 
Window

• Validate Materialized View Refreshes and underlying database links.

Broken DBA_JOBS remain unscheduled in the DBMS_SCHEDULER with their interval unset. 

Including the Transformed JOBS



External Credentials
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• After Migration – OS Credentials likely to change



Database Directories or NFS Mounts 
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• Match the existence of external directories between source and 
target. 

• This could be NFS, ACFS or Database Directories

• Verify the privileges of supplemental users and their privileges on 
the directories 

e.g. Directories for ETL Loads, Privileges to users to create files, execute 
scripts 



Backups
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• Install Backup Agent (If Required)

• Validate Free Space for Disk Backups.

• Test RMAN Catalog Connectivity 

• Upgrade Catalog 

• Be BACKUP READY !! 



• Install AHF 

• Generate Orachk Report 

ORACHK & AHF
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Fix Warnings 

19c GI



• Install AHF 

ORACHK & AHF
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• Install AHF 

• Review Status

ORACHK & AHF
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• Install AHF 

• Review Status

• Configure Orachk Daemon

ORACHK & AHF

© Pythian Services Inc 2021 | Confidential | 115



• Install AHF 

• Review Status

• Configure Orachk Daemon

ORACHK & AHF
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• Install AHF 

• Review Status

• Configure Orachk Daemon

• Schedule Orachk for  1st of every month

ORACHK & AHF
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• Install AHF 

• Review Status

• Configure Orachk Daemon

• Schedule Orachk for  1st of every month

• Configure Email Notification

ORACHK & AHF
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Review Retention – Can consume space 



Post 
Migration 
Checklist
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q ACL
q Resource Role
q Cron Jobs
q Database & Scheduler Jobs
q Database Credentials
q NFS Mounts
q Database Directories
q Backups 
q AHF/ORCHK
q Shutdown source



SHUTDOWN SOURCE
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Good To Check
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• Migrate to Secure LOBs

• Consider Migrating to Read Only Homes 

• Disable NUMA on database servers to improve performance of Linux 
file system utilities. You can refer Doc ID 1053332.1

• Manage Audit & Trace Files

• Run  DBSAT Report & review the Security

• Review New Features of the Release to avoid Pitfalls

TEST, TEST, TEST & Then TEST some more !!
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RELAX



QUESTIONS ?
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APPENDIX
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Optimizing 

• Improving Performance (E.g. Datapump)

• Parallel 
• EXPDP – Affects the number of dumpfiles
• Optimize SCP of the files

• Gather Dictionary Statistics

• Exclude Statistics (Table & Index)
Instead transfer them using DBMS_STATS

• During Import Evaluate Use Of
TRANSFORM=DISABLE_ARCHIVE_LOGGING:Y
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Be-aware Of the Limitations

• Generic 

• Be-aware of Compression – License Violations

• Recommended to NOT use SYS or /  SYSDBA

• Review Data Consistency (USE FLASHBACK_TIME)
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COMPRESSION=[ALL | DATA_ONLY]
COMPRESSION_ALGORITHM 

Advanced Compression License



Capture Timings

Gather Diagnostics
• LOGTIME=ALL
• METRICS=YES
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You can reach me 

@aishwaryakala13

aishwarya-kala-471b3616

oratrails-aish.com


