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Keep an eye on your APEX Applications

All application metadata and logs 
are stored in the Database

How are my applications used?

How are the they built?

Do they comply with our development 
standards?



APEX Database Views



APEX Database Views

• Available from APEX 2.2

• Public

• Hide obsolete data model attributes

• Contain descriptive columns for Foreign keys 
references

• Contain calculations

• From APEX 3.0 there is an interface to browse trough 
the views and their content



APEX Database Views
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APEX Database Views

select *

from apex_dictionary;



APEX Database Views

SELECT apex_view_name

FROM apex_dictionary

WHERE column_name = 'AUTHORIZATION_SCHEME';



Changes of APEX Views between APEX versions:
https://apexdiff.foex.at/ords/util/r/apex-diff/apex-views

https://apexdiff.foex.at/ords/util/r/apex-diff/apex-views


APEX Database Views

How to grant access to data across all Workspaces?

grant apex_administrator_read_role 

to [parsing_shema];



Monitor application activity



APEX Activity Logs

APEX_WORKSPACE_ACCESS_LOG

Displays all application authentication results and details



APEX Activity Logs

APEX_WORKSPACE_ACTIVITY_LOG







APEX Activity Logs

Logging is enabled on application level



APEX Activity Logs

Logs are purged after 
14 days by default

Can be extended to 
maximum of 180 days



APEX Activity Logs

Use cases:
• Build monitoring tools for application administrators
• Analyse user behaviour
• Track page performance
• Monitor errors logs / schedule automatic notification



APEX Activity Logs

APEX “out of the box” feature



APEX Activity Logs



APEX Activity Logs



APEX Project Eye (APE)

https://www.apexprojecteye.com/

https://www.apexprojecteye.com/


APEX Activity Logs



APEX Activity Logs

Summarized 
overviews



APEX Activity Logs

Key figures and 
performance trends



APEX Activity Logs

Page activity



APEX Activity Logs



APEX Activity Logs
SELECT

page_id,  

page_name,

view_date,

elapsed_time,

page_view_type,

apex_user

FROM apex_workspace_activity_log

ORDER BY view_date DESC;



APEX Activity Logs
SELECT

page_id,  

lead(page_id)

over(partition by apex_session_id

order by view_date

)  next_page_id

FROM

apex_workspace_activity_log;



APEX Activity Logs
SELECT page_id,

next_page_id,

COUNT(*)

FROM (SELECT page_id,  

LEAD(page_id)

OVER(PARTITION by apex_session_id

ORDER by view_date

)  next_page_id

FROM apex_workspace_activity_log

WHERE application_id = 121)

WHERE page_id != next_page_id

GROUP BY page_id,

next_page_id;



Quality assurance

Demo

How to view session flow



APEX Activity Logs



APEX Activity Logs



APEX Activity Logs



APEX Activity Logs



Application metadata



Application metadata

Shared components: APEX_APPLICATION_%

Page components: APEX_APPLICATION_PAGE_%

*Some newer components: APEX_APPL_%





Application metadata

select *

from apex_application_list_entries;



Application metadata

select *

from apex_application_page_buttons;



Application metadata

Use case #1

Understand application page flow



Application metadata

• Branches - apex_application_page_branches.branch_action
• Charts - apex_application_page_chart_s.chart_link
• Application definition - apex_applications.login_url
• Application definition - apex_applications.home_url
• Buttons - apex_application_page_buttons.redirect_url
• List entries - apex_application_list_entries.entry_target
• Breadcrumbs - apex_application_bc_entries.defined_for_page
• IR Reports - apex_application_page_ir.detail_link_target
• Report columns - apex_application_page_ir_col.column_link
• Card actions - apex_appl_page_card_actions.link_target
• Region sources - apex_application_page_regions.region_source

• apex_page.get_url, apex_util.prepare_url or hardcoded f?p links

f?p=&APP_ID.:1:&SESSION.::&DEBUG.:::



Aplication metadata

Inbound and 
outbound link for 
an application page



Application metadata



Application metadata

Use case #2

Database object dependencies



Application metadata

select page_id,item_name, db_table_name, db_column_name

from apex_application_page_db_items;



Application metadata

• Application computations - apex_application_computations.computation
• Application processes - apex_application_processes.process
• Dynamic list of values - apex_application_lovs.list_of_values_query
• Region sources - apex_application_page_regions. region_source
• Page processes - apex_application_page_proc.process_source
• Page computations - apex_application_page_comp. computation
• Validations - apex_application_page_val.validation_expression1 
• Item sources - apex_application_page_items.item_source
• Dynamic actions - apex_application_page_da_acts.attribute_01
• Server-side conditions, Default values, Read only conditions
• ...



Application metadata

select referenced_name, 

referenced_type

from user_dependencies

where name = 'DUMMY_TEMPORARY_PROCEDURE' ;



Application metadata

Referenced database objects 
on an application page



Application metadata

Database table utilization 
per application components



Aplication metadata

Use case #3

Generate technical documentation





Quality assurance



Quality assurance

“Quality is simply conformance to requirements”
- Project management institute



Quality assurance

Example #1 – All non-public pages should be protected with 
authorizations shemes

select * 

from apex_application_pages

where authorization_scheme is null

and page_requires_authentication = 'Yes'



Quality assurance

Example #2 – Consistent SAVE button

select *

from apex_application_page_buttons

where button_name = 'SAVE'

and not (label = 'Save'

and button_is_hot = 'Yes'

and button_template = 'Text with Icon'

and icon_css_classes = 'fa-save'

and display_position_code = 'CREATE')



Quality assurance

Example #3 – All page items should have some help text 
(except hidden items)

select *

from apex_application_page_items

where item_help_text is null

and inline_help_text is null

and display_as_code != 'NATIVE_HIDDEN'



Quality assurance

Demo

How to create quality standards and run quality 
assesments



Quality assurance

Select the dictionary 
view you will base 
your rule on



Quality assurance

Browse and select the columns you will use for your conditions



Quality assurance

In a declarative way define the rule logic



Quality assurance

Validate the generated SQL statement



Quality assurance

Define the rule 
meta-data



Quality assurance

Add other rules 
to your Quality 
Standard



Quality assurance

Select where to 
run your rules



Quality assurance

Analyse the assessment results



APEX Project Eye (APE)

https://www.apexprojecteye.com/

https://www.apexprojecteye.com/


Keep an eye on your APEX Applications

Other community and professional tools:

• Application Standards Tracker 
(https://github.com/hhudson/code_standard_tracking)

• APEX Sec (https://apexsec.recx.co.uk/)
• APEX Sert (https://github.com/OraOpenSource/apex-sert)
• APEX Visualizer (https://apex.mt-ag.com/en/apex-visualizer)
• Quasto (https://github.com/mt-ag/quasto)

https://github.com/hhudson/code_standard_tracking
https://apexsec.recx.co.uk/
https://github.com/OraOpenSource/apex-sert
https://apex.mt-ag.com/en/apex-visualizer


Keep an eye on your APEX Applications
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